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Alguns Journals  -  BuildingAutomation – IoT

➢ IEEE – Internet of Things Journal
➢ Elsevier – Internet of Things
➢ International Journal of Internet of Things and Cyber-Assurance
➢ IEEE – Wireless Communications
➢ IEEE – Transactions on Wireless Communications
➢ Wireless Networks (SpringerNature) -  Springer –
➢ IGI Global – International Journal of Hyperconnectivity and the Internet of Things 
➢ IGI Global – Protocols and Applications for the Industrial Internet of Things
➢ MDPI – Sensors — Open Access Journal
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➢ Energy and Buildings - Elsevier
➢ IEEE Transactions on Cybernetics
➢ IEEE Transactions on Systems, Man, and Cybernetics
➢ IEEE Transactions on Control of Network Systems
➢ IEEE Transactions on Industrial Informatics
➢ Automation in Construction - Elsevier
➢ Automation in Construction – Elsevier
➢ Buildings - MDPI - Open Access Journal
➢ Smart Cities - MDPI - Open Access Journal
➢ Sustainable Cities and Society - Journal - Elsevier
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ESP32 Modules
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https://makeradvisor.com/esp32-development-boards-review-comparison/

ESP32_Web_Server_with_Arduino_IDE, 
Rui Santos & Sara Santos

https://randomnerdtutorials.com/esp32-
web-server-arduino-ide/
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Sensores
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e.g., Mercadolivre
ardu_robótica_eireli
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ESP32 Projects
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ESP32_Web_Server_with_Arduino_IDE, 
Rui Santos & Sara Santos

https://randomnerdtutorials.com/esp32-
web-server-arduino-ide/

LoRa Technology with the ESP32

ESP32 Wi-Fi Multisensor – 
Temperature, Humidity,
Motion, Luminosity, and Relay Control

Remote Controlled Wi-Fi Car Robot Bluetooth Low Energy (BLE) Android 
Application with MIT App Inventor – 
Control Outputs and Display Sensor 
Readings

LoRa Long Range Sensor Monitoring – 
Reporting Sensor Readings from Outside: 
Soil Moisture and Temperature

ESP32 with MQTT
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ESP32 Projects – Led Matrix
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ESP32 Projects – Energy Meter
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ESP32 Projects – 

12

Device-Free WiFi Sensing based 
Occupancy Detection in Buildings

Rapid and Resilient Critical Data 
Sourcing for Public Safety and 
Emergency Response

http://www.people.vcu.edu/~ebulut/research.html
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LoRa
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LoRa
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LoRa
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Livro Texto 1a) (Merz,2009)

As figuras utilizads nos próximos 
slides forma extraídas da Referência:

Merz, Hansemann, Hübner
Building Automation, 2009
Springer
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 (Merz,2009) Commercial Buildings Automation

Integração de Sistemas

- Medir
- Processar
- Atuar
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 (Merz,2009) Direct Digital Controller

Processos Simples – Localizados

Controle Digital Direto

DDC vs PLC 

O termo DDC é mais utilizado
em automação predial
para um “pequeno CLP”.

DDC pode ser implementado
em um CLP, um computador ou 
de forma distribuída.

DCS Distribuited Control System
e.g. Airbus A380.
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 (Merz,2009) Systems in Building Automation

Building control components, such 
as four-gang blind actuators
are usually mounted in a control 
cabinet or next to the device to be 
controlled (for example, a blind). 
Building control systems do not 
require central DDCs.
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 (Merz,2009) Systems in Building Automation

• Systems can be connected via DDCs 
and building control components. 

(heating, ventilation, air-conditioning, lighting 
and shade control systems).

• Systems can also be connected via 
special DDCs that perform only input 
and output functions. 

(sanitation and power supply systems, 
 own in-built automation mechanisms).

• If a system needs to transfer a large 
amount of information or has its own 
computer, then it can be directly 
connected to the building automation 
control computer. 

(Data is then transferred via a bus system or 
network as opposed to over individual wires. 
This is common in subordinate video or 
superordinate accounting systems).
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 (Merz,2009) Systems in Building Automation

Building control represents a small subsection of building automation 

Involves the localized automation of components in an individual room – known as single
room control or room automation. 
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 (Merz,2009) Systems in Building Automation

In building automation, information technology is used to link all the systems 
enabling them to be centrally monitored by a control computer at the management level. 
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 (Merz,2009) Systems in Building Control
An intelligent processor-controlled push button directly connected to the bus is used 
to send the signal to turn on a light. 
Another component is then used as an intelligent processor-controlled switch actuator to execute the 
command. This actuator is either mounted directly next to the light or in a control cabinet.
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 (Merz,2009) Systems in Building Control

A presence sensor near the door, can ensure 
that as the last person leaves the room, the 
lights are automatically switched off and the 
radiator is turned down or off. The automated 
functions are processed by the 
building control components
 and not by a central DDC.

Figure 1.6 gives you an idea of the building 
control systems found in a room.
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 (Merz,2009)   Structure of Building Automation
             and Control Networks
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 (Merz,2009) Sensors and Actuators
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 (Merz,2009) Terminal Block, 
            DDCs and a Control Cabinet

Wires (usually twisted pair) connect the 
sensors and actuators to the DDCs that
control and regulate the system(s). 

One of the wire pairs is used to transmit status
messages and the other is used for transmitting sensor signals. 
The DDCs are mounted in a control cabinet (see Fig. 1.9 ), 
which is positioned next to the operational system interface. 

The close proximity of the control cabinet to the operational 
system interface reduces the amount of cabling required

Sinais Digitais (?):
- Par trançado/ (blindado)
- Transm. diferencial
- 24 V
- 220 V
- Laço de corrente 4-20 mA
    - Wireless
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SCADA
Supervisory Control and Data Acquisition

If all the systems are in close proximity to 
each other and the building operator
does not have to make constant adjustments, 
then specially optimized DDC can be
used to implement high-level control 
functions. 

Alternatively, these high-level control 
functions can be managed by a control 
computer (see Fig. 1.10 ).
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The Hierarchical Structure in Building Control

By housing the sensor 
together with an in-built 
processor and a bus 
connector, 

You can combine different 
levels into one (see Fig. 
1.11 ) .
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Automação Predial – Merz – Cap. 1

Fig. 1.12 A building control 
temperature sensor with a setpoint 
adjuster and control
program (a Busch-triton® 5-gang 
switch sensor with thermostat) 
[Busch-Jaeger Elektro]



Laboratório de Automação e Robótica - A. Bauchspiess – AP – Automação Predial com IoT 31

Demand-Driven Setpoint Adjustment

A common example is the weather-controlled regulation 
of a heating system’s flow temperature (see Fig. 1.13 ) 
that uses the outside temperature to adjust the heating
controller’s setpoint value. 

When the outside temperature is low, the heating system’s
flow temperature is increased; and when the outside temperature is moderate, the
flow temperature is reduced to the lowest possible value.
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Optimum Start/Stop

Scheduled start/stop programs are programmed to 
switch the system(s) on and off at specific times. 

The optimum start/stop program, on the other hand, is 
self-regulating and uses the outside and inside 
temperatures and the thermal characteristics of the 
building to calculate the optimum times to start and stop 
a system. 

In other words, the latest time a system can be switched 
on in the morning, and the earliest time it can be switched 
off in the evening.
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“Demanda Contratada”

- Another way of saving energy is regularly shut down 
some of the large loads. 

e.g., Demenada Contratada com a CEB!
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Duty Cycling

- Duty cycling is hard to control, but works well in 
oversized installations. e.g., Controle PWM de AVAC L/D, ciclo 10 min



Laboratório de Automação e Robótica - A. Bauchspiess – AP – Automação Predial com IoT 35

Energy Management (para demanda contratada)
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Limiting Peak Demand
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Automação Predial – Merz – Cap. 1

Hierarchical structure of 
building automation

bus systems are used for different 
functions.
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Automação Predial – Merz – Cap. 1

KNX was not developed for controlling operational systems and, as a result,
cannot be used for transmitting many analog signals. Nevertheless, it has still been
very successful in Europe because it is easy to install and maintain.
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Using LonWorks to Control Heating, Ventilation,

and Air-Conditioning Systems

To control operational systems, a variety of measured values, setpoints, and other
parameters need to be processed. The software applications place higher demands
on the processor and the software engineer. The LonWorks technology (LON) was
developed to meet these demands.
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Automação Predial – Merz – Cap. 1
Extensive building automation systems in hospitals, universities or administration buildings, often have several operating 
stations. Extend the building to control computer (Fig. 1.22 ), ISO BACnet.
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Current Standards
Many proprietary bus systems and networks on the market, 
but only a few. Figure 1.23 shows the standards in 2006.
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Current Standards – IEEE 1905

The IEEE 1905.1 Standard Working Group is sponsored by the IEEE power-line communication Standards 
Committee (PLCSC).[4] nVoy [1] officially certifies products as 1905.1-compliant and is intended to become 
the dominant brand name and identity for all 1905.1 devices.
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 ANSI, ISO 16484-5

BACnet - A Data Communication Protocol for Building Automation and Control Networks.  
American Society of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE), 
BACnet is an American national standard, a European standard, a national standard in more than 30 countries, 
and an ISO global standard. 
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Metasys



Laboratório de Automação e Robótica - A. Bauchspiess – AP – Automação Predial com IoT 45

 (Merz,2009)   2 The Basics of 
             Industrial CommunicationTechnology  

Fig. 2.1 Horizontal and vertical 
communication in the three-tier 
building automation model

Field Bus Communication
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(Merz,2009)    2.2 Digital Data Transfer: 
                  Important Terms and Definitions
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(Merz,2009)    2.2 Digital Data Transfer: 
                  Important Terms and Definitions

Ex. Shannon-Fano source coding

Original 
B C A D A
1011 1100 1010 1101 1010  (octetos)

Shannon-Fano
110 10 0 111 0
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(Merz,2009)    2.2Parity Check
                  

Parity
Check

Block 
Parity
Check

Paridade par:        0100 0011 1
Paridade impar:    0100 0011 0
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Transmit:
11 0101 1011 1110

Receive:
11 0101 1011 1110/210011 
= 1110

49

(Merz,2009)    2.2 Cyclic Redundancy Check

CRC-16 polynomial: 1 1000 0000 0000 0111 

Ex: 11 0101 1011 
CRC polynomial: k=4,  1 0 0 1 1
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(Merz,2009)    2.2 Line (canal) Coding/Decoding

NRZ

Non-Return-to-Zero

KNX 
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(Merz,2009)    2.2 Line (canal) Coding/Decoding
No clock transmitted

The clock sync
is extracted from
the signal transitions

 
Many 0’s or 1’s ?!
       → errors!!

Manchester coding!

Ethernet LANs
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(Merz,2009)    2.2 Line (canal) Coding/Decoding
No clock transmitted

The clock sync
is extracted from
the signal transitions

 
Many 0’s or 1’s ?!
       → errors!!

Manchester 
Differential
Coding!

LON
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(Merz,2009)    2.2.4 ISO/OSI Reference Model
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(Merz,2009)    2.2.4 ISO/OSI Reference Model
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(Merz,2009)    2.2.4 Network Topology
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 (Merz,2018)   3 
  

EIBA, BatiBUS and EHSA joined to form the Konnex Association
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 (Merz,2018)   3 
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 (Merz,2018)   3 
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 (Merz,2018)   3.2 Conventional Installation 
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 (Merz,2018)   3.2 
 Changeover  
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 (Merz,2018)   3.2 
 Crossover  
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3.2 Diagrama Unifilar
  

http://joinville.ifsc.edu.br/~luis.nodari/Materiais%20de%20Apoio/Pronatec/eletricidade_2mod_ajustes.pdf
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3.2 Simbologia Elétrica ABNT 5410
  

https://www.vivadecora.com.br/pro/iluminacao/instalacao-eletrica/
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 3.2 Triway
  

http://joinville.ifsc.edu.br/~luis.nodari/Materiais%20de%20Apoio/Pronatec/eletricidade_2mod_ajustes.pdf
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 3.2 Triway
  

http://joinville.ifsc.edu.br/~luis.nodari/Materiais%20de%20Apoio/Pronatec/eletricidade_2mod_ajustes.pdf
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3.2 Triway
  

http://joinville.ifsc.edu.br/~luis.nodari/Materiais%20de%20Apoio/Pronatec/eletricidade_2mod_ajustes.pdf
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3.2 Fourway
  

http://joinville.ifsc.edu.br/~luis.nodari/Materiais%20de%20Apoio/Pronatec/eletricidade_2mod_ajustes.pdf



Laboratório de Automação e Robótica - A. Bauchspiess – AP – Automação Predial com IoT 68

 (Merz,2018)   3.3 KNX Overview 
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 (Merz,2018)   3.4 KNX Devices
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 (Merz,2018)   3.4 KNX Devices
 



Laboratório de Automação e Robótica - A. Bauchspiess – AP – Automação Predial com IoT 71

 (Merz,2018)   3.4 KNX Devices
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 (Merz,2018)   3.4 KNX Devices
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 (Merz,2018)   3.4 KNX Devices
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 (Merz,2018)   3.5 KNX Topology]
 

Nodes, Lines and Areas
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 (Merz,2018)   3.5 KNX 
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 (Merz,2018)   3.5 KNX 
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 (Merz,2018)   3.5 
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3.4 Transmission Media 
• Twisted pair (KNX.TP)
• Power line (KNX.PL)
• Radio frequency (KNX.RF)
• Ethernet (KNXnet/IP)

• Infrared (KNX.IR)
• Optical fiber interface, (KNX LL/S 1.1)

Most common media: Twisted pair ($)
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3.4 KNX.TP – Signal Coding

CSMA/CA

Choke (Inductor):

Separates 
 - DC (devices power supply)
 - Signal, KNX telegram 
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3.4 KNX.TP – Signal Specification

Bitrate:
Tbit = 104 us
Rbit = 1/Tbit ~ 9615 bit/s ~ 9.6 kbit/s
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3.6.5 Installation Guidelines

The following rules apply to a line or a line segment:

• A line must be no more than 1000 m long.

• The length of cable between the two bus devices that are the furthest apart 
(e.g., N1 and N3 in Fig. 3.21) must be no more than 700 m.

• The length of cable between a power supply unit and a device (e.g., 
between PS1 and N1 or between PS2 and N3 in Fig. 3.21) must be no more 
than 350 m.

• Any two power supplies on one segment must be at least 200 m apart. 
More than two power supplies can not be used.
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3.6.6 
Standard 
Device 
Symbols

Merz 2018
Fig. 3.22
Small KNX system 
with one area and two 
lines
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3.7 Adressing Nodes (Devices)

Physical Address: Area.Line.Node (A.L.N.)
• 24 = 16 areas
• 24 = 16 lines
• 28 = 256 nodes per line

Physical Addresses for Couplers and Line Repeaters

• A.L.0 for line couplers (e.g. 1.1.0, 1.2.0, …, 1.12.0, 2.1.0, 2.2.0, …, 15.12.0)
• A.0.0 for backbone couplers (e.g. 1.0.0, 2.0.0, …, 15.0.0)

Line repeaters must be assigned a node number that is greater than zero, 
for example, 1.1.64.
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3.7 Adressing Nodes (Devices)

Physical Addresses of Devices connected to a main line:

PS -» a maximum of 63 sensors/actuators can be connected to the main line.

Examples of addresses:
• 1.0.1–1.0.63
• 2.0.100–2.0.162.

Examples of physical Addresses:
• The address 1.2.2 refers to the second node on the second line in the first area.
• 1.12.0 is a line coupler that connects the 12th line in the 1st area to the 1st area’s
main line. The main line is referred to as the superordinate line and the line is
referred to as the subordinate line.
• 2.0.0 represents a backbone coupler that connects the second area’s main line to
the backbone line. The backbone line is the superordinate line and the main line
is the subordinate line.

• 
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3.7.2 Group Addresses (Logical Adr.)
Two-level addressing:

• 24
 = 16 main groups (numbers 0–15)

• 211
 = 2048 subgroups (numbers 0–2047)

• 

Two-level addr.:    Main group/subgroup
to identify a certain group, assigne names.

Examples for group addresses:
• 0/1 lightning central on/off
• 1/1 lightning living room on/off
• 1/2 lightning office on/off
• 2/1 blinds down/up.
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3.7.2 Group Addresses (Logical Adr.)
Three-level addressing:

• 24 = 16 main groups (numbers 0–15)
• 23 = 8 middle groups (numbers 0–7)
• 28 = 256 subgroups (numbers 0–255) • 

Three-level addr.:    Main group/middle group/subgroup
to identify a certain group, assigne names.

Examples for group addresses:
• 1/1/1 lightning living room ceiling on/off
• 1/1/2 lightning living room standing lamp on/off
• 1/2/1 lightning office ceiling on/off
• 1/2/2 lightning office desk on/off.
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Projeto KNX – “Mercado Livre”
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Projeto KNX – “Mercado Livre”
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Projeto KNX – “Mercado Livre”
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Projeto KNX – “Mercado Livre”
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Projeto KNX – “Mercado Livre”
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Projeto KNX – “Mercado Livre”
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KNX Modulation

Webinar ABB, Jul 2020
- KNX Radio Frequency (KNX RF).pdf,    

- Youtube, 3 Ago 2020

 

*868.3 MHz  FSK, 
             modulated by ±48 kHz to ±80 kHz (1 and 0)
*ISM - Industrial Scientific and Medical frequencies

PL 110 – 110 kHz  FSK, 1200 bits/s

https://library.e.abb.com/public/dfb05e67d6eb4a06992596909e2d2723/Webinar-KNX-RF-July2020_PR_EN_V1-0_9AKK107680A9930.pdf
https://www.youtube.com/watch?v=CTxMYKxKnoM
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Technologies

https://www.led-professional.com/resources-1/articles/lighting-building-automation-technologies-by-leviton-manufacturing
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03.03.2020   KNX IP Secure becomes new ISO Standard
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BIOT – Building Internet of Things
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https://www.caba.org/wp-content/uploads/2020/04/IS-2018-189.pdf
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CAGR refere-se à taxa de crescimento anual composta
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AIoT: Artificial Intelligence of Things

https://www.visualcapitalist.com/aiot-when-ai-meets-iot-technology/
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KNX Telegram
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KNX Telegram
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KNX Topology
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KNX Topology
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KNX Topology
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ETS5 – Engineering Tool Software 
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3.8 Communication Objects – C.Obj.
A communication object is a memory area 
that is used for data exchange with other applications or devices by the application 
software of a KNX device in combination with the communication softwareç.
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3.8 Communication Objects – C.Obj.
Structure:
• a bit field (length 1 bit, 4 bit, 8 bit etc.)
• a variable (integer, float)
• a time or date
• a text (e.g. 14 ASCII letters).

Attributes:
• number
• name
• function
• group address
• length (1 bit, 4 bit, 1 B etc.)
• flags: communication (C), read (R), write (W), transmit (T), update (U), read on
initialization (I), Table 3.7.

Access Methods:
Services for reading and writing. 
A commonly used service in the application layer is e.g. A_GroupValue_Write, 
which is used to write the object value.
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3.8  C.Obj. flags
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3.8  C.Obj. Flags in Sensors
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3.8  C.Obj. Flags in Actuators
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3.8  Assigning C.Obj. To Group Addresses

• At least one sensor and at least 
one actuator have to exchange data.

Both the transmitting and the receiving applications use a number of C.Obj. 
that have to share one group address. This is equivalent to a connection of the devices.

• A transmitting C.Obj. can only be 
assigned to one group address.
• A receiving C.Obj. can be assigned 
to multiple group addresses.
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3.8  Example
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3.9  EIS – EIB Internetworking Standard

• Reading a C.Obj.: A_GroupValue_Read 
(A_ stands for application layer) and
• Writing a C.Obj.: A_GroupValue_Write
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3.9  EIS – Switching Command

• Bits B9, B8, B7 and B6 contain 0010 corresponding 
to the service
A_GroupValue_Write—writing in a C.Obj.
• Bit D0 = B0 in Byte 7 is used for the actual 
switching information. Value 1
means switching on and value 0 means switching off
• Every other bit is transmitted as a zero bit and not 
further processed.
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3.9  EIS – Dimming Command

• Bits B9, B8, B7 and B6 contain 0010 corresponding to the 
service A_GroupValue_Write—writing in a C.Obj.
• The actual dimming function requires 4 bits in byte 7 (D3 = 
B3, D2 = B2, D1 = B1 and D0 = B0)
– Bit D3 contains the dimming information. A one bit means 
increase brightness and a zero bit means decrease brightness
– Bits D2, D1 and D0 contain 011 corresponding to 
“dimming level 4”, this means “to the next dimming level
 (0, 25, 50, 75, 100%) depending on the
current level
• Every other bit is transmitted as a zero bit and not further 
processed.



Laboratório de Automação e Robótica - A. Bauchspiess – AP – Automação Predial com IoT

3.10 The Communication Process



Laboratório de Automação e Robótica - A. Bauchspiess – AP – Automação Predial com IoT

3.9  EIS – Dimming Command

• Bits B9, B8, B7 and B6 contain 0010 corresponding to the 
service A_GroupValue_Write—writing in a C.Obj.
• The actual dimming function requires 4 bits in byte 7 (D3 = 
B3, D2 = B2, D1 = B1 and D0 = B0)
– Bit D3 contains the dimming information. A one bit means 
increase brightness and a zero bit means decrease brightness
– Bits D2, D1 and D0 contain 011 corresponding to 
“dimming level 4”, this means “to the next dimming level
 (0, 25, 50, 75, 100%) depending on the
current level
• Every other bit is transmitted as a zero bit and not further 
processed.
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B3, D2 = B2, D1 = B1 and D0 = B0)
– Bit D3 contains the dimming information. A one bit means 
increase brightness and a zero bit means decrease brightness
– Bits D2, D1 and D0 contain 011 corresponding to 
“dimming level 4”, this means “to the next dimming level
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• Every other bit is transmitted as a zero bit and not further 
processed.
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3.9  EIS – Dimming Command

• Bits B9, B8, B7 and B6 contain 0010 corresponding to the 
service A_GroupValue_Write—writing in a C.Obj.
• The actual dimming function requires 4 bits in byte 7 (D3 = 
B3, D2 = B2, D1 = B1 and D0 = B0)
– Bit D3 contains the dimming information. A one bit means 
increase brightness and a zero bit means decrease brightness
– Bits D2, D1 and D0 contain 011 corresponding to 
“dimming level 4”, this means “to the next dimming level
 (0, 25, 50, 75, 100%) depending on the
current level
• Every other bit is transmitted as a zero bit and not further 
processed.
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3.8  CSMA/CA
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Simulador KNX-Virtual: KV

help.knx.org/kv
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Simulador KNX-Virtual: KV

help.knx.org/kv
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Simulador KNX-Virtual: KV
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KNX IoT
Unleashing a wealth of available KNX data!

KNXperience
Joost Demarest – KNX, Brussels, 28.02.20

The KNX IoT 3rd Party Interface: unleashing a wealth of KNX data(for general KNX community )
https://www.youtube.com/watch?v=XE7VZnhTy9U,  dec 18th, 2020

https://www.youtube.com/watch?v=XE7VZnhTy9U
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KNX IoT
Unleashing a wealth of available KNX data!

  (Joost Demarest - KNX, 2020)
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KNX IoT
Unleashing a wealth of available KNX data!

  (Joost Demarest - KNX, 2020)
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REST - CRUD 

Representational State Transfer

software architectural style which uses a subset of HTTP. 
It is commonly used to create interactive applications 
that use Web services. 
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KNX IoT
Unleashing a wealth of available KNX data!

  (Joost Demarest - KNX, 2020)

https://www.youtube.com/watch?v=XE7VZnhTy9U,  dec 18th, 2020

https://www.youtube.com/watch?v=XE7VZnhTy9U
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IoT - ZigBee
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IoT - LoRa
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