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Abstract— In this review paper, we have discussed the existing
state-of-the-art practices of improved intelligent features,
controlling parameters and Internet of things (IoT) infrastructure
required for smart building. The main focus is on sensing,
controlling the IoT infrastructure which enables the cloud clients
to use a virtual sensing infrastructure using communication
protocols. The following are some of the intelligent features
that usually make building smart such as privacy and security,
network architecture, health services, sensors for sensing, safety,
and overall management in smart buildings. As we know,
the Internet of Things (IoT) describes the ability to connect and
control the appliances through the network in smart buildings.
The development of sensing technology, control techniques, and
IoT infrastructure give rise to a smart building more efficient.
Therefore, the new and problematic innovation of smart buildings
in the context of IoT is to a great extent and scattered. The con-
ducted review organized in a scientific manner for future research
direction which presents the existing challenges, and drawbacks.

Index Terms— Smart buildings, sensing, Automation system,
Internet of Things, wireless sensor network.

I. INTRODUCTION

THE concept of a smart building is based on the Internet
of Things (IoT). Basically, the monitoring and controlling

of the home appliances are connected through a complex
network. The IoT delivers users adequate information by com-
municating with various electronic devices through a wireless
medium. The IoT has made it cost-effective and efficient
solution in the area of building management. The building
management and information system (BMIS) and IoT are work
parallels and it is called a building internet of things (BIoT).
The building internet of things (BIoT) is controlled the indoor
physical devices from every place and building performs the
intelligence, energy efficient, green and sustainable [1], [2].
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Fig. 1. Modified smart buildings with intelligent features [7], [8].

Recently, the building industries have been focused on
the study of the concept of “Industry 4.0” embraces in the
building automation. The industry 4.0 technologies basically
are the combination of the internet of things and digital
information from different sensors and actuators sources with
locations [3], [4] Industry 4.0 in the building sector can
increase the safety ratio and reduced the energy consumption
in the comparison of existing technology without compromis-
ing the comfort level. The IoT devices embedded with different
sensor and actuator for different applications in the smart
buildings. Basically, the different applications in buildings
are heating, cooling, load control, air quality, and ventilation,
lighting, natural daylighting, water management, cooking gas
management, etc. Based on these, in smart buildings are used
in heterogeneous sensor and actuators [5]. Figure 1 represents
the building equipped with intelligent features [6], [7]. The
existing sensing and control methodology in the smart building
is reported in [8]. On the basis of this analysis, the centre
of research of existing articles is on the challenges faced by
the smart building that is based on IoT. By accepting this
challenge, the researchers are trying to solve these problems.
IoT based smart building research is effective and beneficial
in reducing greenhouse gas emissions and global warming.
The main aim of this paper is to support the researchers in
understanding the different options available for research and
also to provide a solution in the research gap.

This paper is organized in such a way that section I
introduces about present scenario of IoT technology and smart
building, section II gives a brief idea about the IoT infrastruc-
ture, IoT communication system and explains the sensors used
for sensing physical parameters, data connectivity, sensing
device control in smart building, section III presents the smart
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Fig. 2. 7-layer architecture of IoT Infrastructure [7], [8].

building features, section IV presents system architecture and
methods used by the researchers and their implementation in
smart building, whereas section V about the conclusion.

II. IOT INFRASTRUCTURE

The recent fastest growing trend in the field of telecom-
munications is the Internet of Things (IoT). Technologies
like networking communication and embedded micro-electro-
mechanical technologies became the center of attraction in
recent few years. By the emergence of IoT technology,
the embedding is done in various smart gadgets as of increas-
ing capability of sensing, identifying and communication of
the system. These smart gadgets when connected to the
internet form a smart network also known as IoT.

Basically, three layers together form an architecture of IoT,
which are named as the application layer, perception layer,
and network layer. This three-layer architecture defines the
general architecture of IoT, but not sufficient for research
to fulfill the deep and finer aspects of the IoT. That’s why
researchers added 4 more layers and improved the 3 layers of
IoT architecture. Now, the three-layer architecture becomes
7-layer architecture which includes the environment layer,
communication layer, service layer and application support &
management layer. This seven layer architecture is proposed
as improved layered architecture [6], [9] for IoT architecture
which is shown in Figure 2.

A. IoT Communication System

The concept of IoT into the real world is feasible with the
help of integration of communication system. The communi-
cation system is a complex collection of an individual’s net-
work driven by communication protocol [7]. In this section,
we have discussed the communication protocol required for
IoT communication. These communication protocols are used
to exchange massive, informative data between the sensing
device and network [6]. Some of the widely used communica-
tion protocol in IoT infrastructure is given in Table I. Compar-
ing these IoT communication protocols it has been concluded

Fig. 3. LoRaWAN Architecture [10]–[14].

that LoRa has many advantages over others. LoRa is long
range digital wireless data communication technique [10]
which is best suitable for long-range connectivity with IoT
challenges [11]. This LoRa technology is addressing the
2 parts LoRa such as physical layer and LoRaWAN. Basically,
three parameters are responsible for the performance of LoRa
namely bandwidth (BW), code rate (CR), and spreading factor
(SF). When the CR and SF parameters are increased causing a
decrease in the effective data and results in the increase in time
on the air of LoRa packets. Hence, we can choose the particu-
lar BW to alter the rate of data flow and the time on an air of
the packet. Therefore, LoRa is most suitable and considerable
communication protocol in smart buildings [12]–[14]. This
protocol has been mostly preferred because of its key features
such as low power consumption, bidirectional communication,
secure, standardized, high capacity, low cost, and long range.
The bi-directional communication link has been provided by
a technique called a special chirp spread spectrum (CSS)
technique. It is capable of spreading the narrowband input
signal over the wider channel bandwidth [9].

LoRa is deployed with a target, where the end-devices have
the limitation of energy usage and continuously connected
with physical objects and also targets where end-devices don’t
need to transmit quietly a large number of bytes at a time.

Fig.3 shows that the devices directly communicate with
one or more gateways. The other communication protocol such
as Zig-Bee [15]–[21], Wi-Fi [22]–[28], Bluetooth [29]–[33],
UWB [34], Wireless USB [35], and IR wireless [36] are
comparative study are described in Table I.

B. Architecture of Cloud-Enabled the Smart Controller

The various architecture of cloud-enabled smart controller
are proposed by the researchers [9]. Javed et al. proposed a
smart controller which is capable to control the sensor node
of HVAC through internet gateway by using random neural
network (RNN) base station [37]. The occupancy estimation
based on RNN is embedded with the sensing node of an
element. RNN model is put together with the base station
to manage the operation of heating, ventilation, and air con-
ditioning (HVAC) on the idea of users set points. By using
this type of smart controllers, we can reduce HVAC energy
consumption. The HVAC of the surroundings chamber con-
sumes 27.12% less energy with a smart controller as compared
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TABLE I

COMMUNICATION PROTOCOL USED IN SMART BUILDINGS

to ordinary rule-based controllers. Similarly, Zhang et al. pro-
posed a thermal comfort model based on deep neural network
(DNN) technique for smart building and it is suitable for
controlled the building thermal comfort parameters like as
mean radiant, humidity, and temperature [38]. On the other
hand, Razvi et al. proposed a cloud sensor secure architecture
in the IoT environment for smart home [39]. This architecture
is designed with the vision of security control system.

C. Sensing in Terms of IoT Protocols

This section focused on the general sensing device used in
the smart building for sensing the physical parameters with
their working principle. There are various types of sensors
available in the market used as sensing devices in the smart
building are given in Table II. These sensors and their sensing,
controlling parameters are presented in this section. Sensor
specification provides the information to the users about the
exact deviation from the ideal behavior of the sensors [6].
Some various parameters of a sensor system are as range,
span, error, accuracy, sensitivity, non-linearity, hysteresis, res-
olution, stability, dead band/time, repeatability and response
time [40], [44]. The given sensors can be used for future
research directions in smart homes, smart buildings, smart
grid, smart city, etc.

D. Controlling in Terms of IoT Protocols

The standards and guidelines of the controlling infrastruc-
ture in terms of IoT protocols for smart buildings are reported
in [2] and these data connectivity problems also exist in build-
ing appliances because they are using heterogeneous sensors
and gadgets [41]. Sometimes devices cannot be protected by
safety systems and are remains unused, and hence they lead to
the damage of smart home applications. Precisely regulation of
the growing use of such applications and the interaction may
give rise to a safety problem of residents [42]. Few devices

are also dependable on batteries, and the poor performance of
these batteries leads to data connectivity threats in the control
system of the building. The data connectivity threats related
to the management of smart building sensing systems include
hardware, inappropriate device control, and the handling need
for devices encountering problems [43], [44].

III. SMART BUILDING FEATURES

This section encapsulates the smart building features, net-
work, and services.

A. Privacy and Security

This section classifies the work of safety activities and
improved efficiency of IoT based smart buildings by control-
ling sensing parameters. Security and privacy requirements,
challenges across it and the technologies involved in the
buildings are explained in [45] and also some parameters on
the basis of standards explained.

These authors research work on security systems and IoT
based smart home applications [24], [46]–[51], management
of secure data for various devices [52], security accompa-
niment in smart home and applications and security for the
network system and control of privacy for the smart home to
make it more intelligent [53], [54]. Other authors work focuses
on secure and safe architectural designs of healthcare services
[55], [56] and nodes communication in a constrained applica-
tion protocol (CoAP), basically an application layer protocol
network [52]. It also focuses on the security challenges that
occurs between the communication of heterogeneous devices
and different applications [45], [57], [58], along with some
other studies related to the password security for IoT based
smart home systems explored [59], [60], a novel protocol
proposed for secure software updates and compared with other
existing protocols [61], and the gadgets which are used as
security systems in smart homes (e.g., surveillance cameras)
and its uses [62]. The threats related to security and automated
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TABLE II

COMMONLY USED SENSORS IN SMART BUILDINGS

home systems are explained in [63], the case of privacy rupture
and smart building energy management system.

B. Health Services

This section focused on the health service of residents
in a smart building. The study is focused on cloud mobile
applications [24] and the management of various parameters
of the lives of elderly and physically disabled people by using
android mobile applications in smart homes [64]. Some other
research work belongs to the IoT based smart homes related
to health systems which belong to the category of health
services management using mobile device [65]–[67]. Smart
home control systems and the applications for old age and
persons with disabilities are also presented in [66]. Monitoring
of system applications and reminder for medicine are explored
in smart homes [68].

C. Safety

Secure technologies of Internet of Things (IoT) are still
developing. With the emergence of IoT, the security issues are
increased and the reason for the reduction in safety is the lack
of security of the system [69], [70]. In case of illegal invasion
and gas leakage like events, the system server and the android
phones of the residents receive warning message [71]. These
systems are always unsafe from attackers and hackers. Some
examples of security devices include smoke detectors, security
cameras, intrusion detection devices, and smart locks [50]. The
critical factor of such safety systems is to protect the data of
patients from unauthorized persons [72]. Non-authorized and
non-reliable applications must be avoided due to the fact that
they are unsafe, and also the access to the user should not
be allowed [50]. As the homes are not always occupied by
the residents, they are unable to monitor their smart homes
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constantly [73]. To maintain the restrictions on the total load
of the electricity, it is essential to ensure the user’s safety from
an electrical issue. However, the cut-off or restriction on the
electrical load, the amount has been done when there is higher
usage than the set limit, leads to disruption in electricity supply
to users.

IoT implementation in applications of smart buildings may
lead in security and safety concerns and hackers may use
these applications, in order to harm the users. Hackers may
harm the cyber-physical security system of the electricity
grid by using the external IoT based industrial device. This
external industrial device can be CL 200 Centron Smart meter.
Redundant utilization of power results in uncontrollable grid
overloading leads to loss and failure of equipment’s in the
extreme cases [74]. Safe environment for individuals can be
created by these smart homes. Warnings given to individuals
from potential hazards through smart android systems, such as
at the time of the entry of invaders into home and children are
near a boiling cauldron is just an example [75]. The concerns
of safety in sensor networking are of wireless networking
sensors. Hazards like fire may also occur in a smart building
which seriously affects the safety operations of the automated
building systems and leads to significant damages [76].

Smart emergency schemes are also in-built in automated
home systems, but other systems could not be equipped
with these schemes due to the fact that they have multiple
architectures and protocol formats. The disasters that lead to
the worst damage networks and devices are not considered.
Disasters (like the tsunami or earthquakes in New Zealand and
Japan) highlighted that there is a need for massive deployment
of smart emergency alert systems [77]. An intelligent home
system has been monitored continuously to ensure safety and
whenever a condition that is unsafe is detected, residents
received warning messages. Sensor nodes can also detect some
unforeseen events, example automated operation of TV and
gas leakage, anywhere in the house [78]. Guidance on the
utilization of electrical devices and fire systems and their
management in smart home applications is assisted [79].
An arrangement is proposed for the management of IoT
networking relations between the devices, networking and
operating techniques that are very helpful in implementing
the right schemes, fault analysis in these applications and
providing a proposal in their usage in home appliance [80].
A module for housewares security might be used in smart
home applications to increase the safety of the appliances
with the proper maintenance of data transfer between the
IoT [51]. A security system for complex networking inside
these applications is proposed for secure processes of transfer
of data without losing it during the networking processes
within it [48], [55]. The proposed arrangement has been devel-
oped especially for the applications which provide guidance
and prognosis in various situations.

D. Building Management System(BMS)

Building management system (BMS) is one of the most
important features of the smart building and Internet of
Things (IoT) based BMS is the next step for improving energy

efficiency. The BMS is the computers based systems which
help to manage, monitors and control over energy consumption
in a building. It is also capable of gathering information
from building to control the HVAC, artificial lighting, natural
daylighting operation, and utilities in connection with safety
devices, fire detection, and protection. To make the building
more efficient, BMS and IoT play an important role in smart
buildings. Researchers are taking advantage of the IoT and its
bidirectional communication links to reduce energy consump-
tion. On this concern, an author proposed a new BEMS [81]
which is capable of optimizing energy consumption. In this
BEMS, a novel control mechanism based on adaptive hybrid
control technique over the building’s energy consumption
is developed by keeping occupants comfortable, and their
actions in mind. Cyber-physical system and real-time occupant
behavior are embedded as per need of environmental anxieties.
The indoor air quality (IAQ) and ventilation in the smart
building is a prime component and affected human health.
Therefore, real-time monitoring of IAQ is required in BMS
setting which examines major gases like CO2, SOX, NOX,
and formaldehyde. More recently, the research identified this
problem and developed various radio frequency based sensing
systems for real-time monitoring of IAQ in BMS. Related
to this an author proposed a unique indoor environment
monitoring system using smart sensors which communicate
bi-directionally between the base station and smart sensor
tag [82]. Javed et al. explained the energy saving and making
environment quality better as the main goal of a BMS that’s
why researchers in the field of smart building optimizing
HVAC & lighting energy usage [83], [84]. An author proposed
a real-time control algorithm of the heating and cooling sys-
tem. The proposed model is based on Lyapunov optimization
technique and to minimize the energy consumption in a multi-
zone commercial building [64], [85].

Occupancy estimation and space utilization are the basic
requirements in the optimization of HVAC and lighting
systems in a smart building. Therefore, an author demon-
strated a test system which extracts high-level building occu-
pancy using machine learning technique and low-cost IoT
sensors [86] whereas another author designed and imple-
mented the low-cost occupancy detection system using battery
operated wireless sensor nodes [87]. Using this low-cost
occupancy system, HVAC energy consumption is reduced
from 10%–15%. Occupancy can also be estimated by Wi-Fi
power measurements [88], [89] that are continuously trans-
mitted from Wi-Fi enabled smart devices through ICT data
streams [90] and the measurement of occupancy using existing
network infrastructure [91]. An IoT based occupancy sensing
platform in real-time is developed and tested with 96.8%
and 90.6% in terms of occupancy detection and recognition
[92]. As we know commercial office buildings require a large
floor area and utilize large amounts of energy to satisfy occu-
pant comfort needs. Therefore, few measurement techniques
such as CO2 based detection systems, PIR detection system,
ultrasonic detection systems, image detection systems, sound
detection systems, computer activity-based detection systems,
and sensor fusion is explained in [93]. Experimental validation
of the fine-grained occupancy information is validated for
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TABLE III

LABORATORY INVOLVED IN THE AREA OF SMART BUILDING RESEARCH

demand-driven control measures in buildings. It has demerit
that this system can’t measure standing position of occupants.
A few recently established smart building research work in an
area of BMS from different laboratories has been compared
and presented in Table III.

IV. SYSTEM ARCHITECTURE AND METHODS

This section presents the design of a system, the architecture
framework, modules, and interfaces, and data for a system to
satisfy the specific requirements. The design of the system
has been considered as the application and implementation of
system theories for the development of infrastructure.

For this, an integrated access gateway is proposed and
tested [94], in a smart home automation system with var-
ious electronic devices using IoT infrastructure. Similarly,
an automatic relationship is generated between IoT in home
automation and their applications to prevent useless strain on
users by using cloud computing which is based on software-
defined networking [80], [95]. The study focused on the smart
home based on the application of ubiquity networks [96]. The
same experiment is also presented for smart home sensors in
network architecture [23].

A. System Design and Its Implementations

In a wireless sensor network, data is authenticated by
securing multimedia authentication systems for IoT based
smart homes [97]. From a security perspective, an advanced
malware technique is evaluated and designed [98] and thus
a secure Kerberos authentication system is designed [99].
A control system and security mechanism are designed for
the terminal gateway [26], [100]–[103]. Another research
focused on a general packet radio service and ZigBee based
control system and automated home system with wireless
power control system [104]–[106]. To develop energy efficient
smart homes, an energy management system is designed and

mathematically presented which improved the efficiency of
the overall system in commercial buildings [107]–[111]. For
energy management system, the researchers designed and
implemented a wireless device based on ZigBee [112] and
for recommended users, an energy wastage detection system
is also designed and tested with better results and compared
with other work [137]; Intelligent control based sockets are
designed for energy management [138]. To minimize and save
the energy usage, few researchers developed the model based
on the Zig-Bee communication protocol whereas Santoso et al.
designed a Wi-Fi network system for the savings of energy and
to secure a smart home [139].

For the management of data between the devices in a
transmission system, a control system is designed [140].
Another work has also been designed and implemented for
the management of complex applications in IoT based smart
homes [123]–[127]. Some common applications in smart
homes are like gas monitoring, leakage detection, etc., are
also require a system to do so. Therefore, a computer system
is developed based on ARM [136]. Along with this work,
a sensor based web node is known as Raspberry Pi [141] and
Human-Computer Interaction (HCI) based model is designed
and implemented for smart homes [142]. To configure the
embedded device in communication techniques, hardware, and
software solutions are implemented [143]. Moreover, a more
accurate distance is now measured between IoT and mobile
gadgets by using Bluetooth [33].

B. Module Design and Methods

Researchers modeled security and privacy system for the
IoT based smart homes [112], [144]. A module is designed and
its method is presented in the article [3]. This module is for
IoT management, based on a web of objects. The method used
in this module is data mining for the smart home. Similarly,
Pandey et al. modeled a life cycle system based on the tracking
system for LED bulbs in the home automation system [145].
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To control various LED devices, web technology Raspberry
Pi is introduced which provide an alternative solution in the
smart home for implementation [146].

Using Bluetooth low energy (BLE), smart devices are
integrated, tested, and validated with the enabling method
“brand-free plug-n-play” [32]. Another work in the field of
design of smart home used the wireless network technology
for implementation [147]. To manage the wireless network
technology, a model is proposed and developed considering
IoT into an account [148]. Another work in designing of a
smart home is based on a mobility model which is designed
and implemented [75], [149]. Similarly, a mathematical model
is also developed and implemented to explore the human inter-
actions in smart home applications for user’s comfort [150].

To manage the privacy and security in a smart home Liu
et al. designed and developed a framework is from security
and cyber-attacks point of view [141]. To manage the energy
efficiency in the smart home, a framework is also designed
and implemented with better results [151] and similarly,
a framework is developed for cognitive management in smart
homes [152]. Due to restricted resources and difficulties of
increasing the scope of application of smart building, we have
a tendency to move on a cloud-based framework which
provides additional information. Ye et al. proposed a cloud-
based framework which provides additional information and
component features of the smart homes [153].

V. CONCLUSIONS

This section presents a summarized form of the research car-
ried out in the field of sensing, controlling methods and smart
building IoT infrastructure. This review is based on IoT based
sensor-actuator automation in a building. It suggests some
necessary changes that have been found out as drawbacks
in the present sensing, controlling methodology during this
review. Research is continuously ongoing, but still, some of the
descriptions related to sensing and controlling mechanism are
needed to be modified and constraints are remaining uncertain.
Obtaining an insight view of this trend is absolutely very
important. This paper aims at contributing such insight views
by providing appraisals and glossaries of related research and
laboratories involved in the smart building research as shown
in Table III. Some definite arrangements can be obtained
from these researches which are broadly categorized into these
four different categories, namely, appraisals, literature scrutiny
on developing applications, attempt to develop them with
modifications, and recommendation of a design. A compre-
hensive study of the research papers on this area is helpful in
identifying and describing the threats, interests, and proposals
that are pertinent to IoT and its applications.

The job of researchers is to identify the issues and pro-
vides proposals which also include the accurate usage of the
device. We also proposed that the users should commit to
the determined run-time. Several applications of this type of
smart arrangement is proposed for users, which includes their
lowering rate of energy usage, faulty devices detection and
warnings, set up of decent devices and software, analysis
and provides right guidance such as help of elderly and

differently-abled people in health proposals, deciding health-
care guidelines, analysis of patient and their assistance, safety
proposals which includes guidance for usage and management
of electrical devices and fire alarm system with provision
of safety systems and connectivity of different devices. This
study will explore new opportunities in the emerging area
of IoT based sensing, control techniques for smart building
The threats are generally related to energy usage, security,
and networking, marketing, and safety systems. The review
of this research may also work as a reference for many
researchers. In the current scenario, users will be continued
adopting advanced technologies and so. IoT based wearable
gadgets are the upcoming features which can be monitored and
controlled by newly developed sensors and applications. This
is also a wide area of research which can be a challenging task
for researchers. Nowadays, research in this area has explored
more and tested in an actual environment. Another research
reviews for the adoption of new integrative approaches with
other fields. As from the survey, it has been seen that IoT
has provided a solution in numerous fields of science and
technology and also offers various benefits. On the other hand,
IoT is not the complete and perfect explanation of communi-
cation network delivery because of some major sensing and
controlling drawbacks. The self-awareness in the sensing and
actuating devices will be needed in the current scenario.
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